
Sevenoaks School IT Services   Updated August 2020 

Sevenoaks School: Summary of Responsible Use of IT (for reference) 
 

This is a summary of the school’s IT Services: Terms and Conditions that all users of school systems have signed. 

Sevenoaks School provides and maintains a range of digital systems and technologies to promote innovative 

learning, enable creative and confident teaching and foster positive online reputations. As soon as you log into 

Sevenoaks School IT systems, we expect that you will use the network legally, securely, respectfully and with 

consideration for others, whether you are in school or not. You are asked to read then sign the school’s IT Services 

Terms and Conditions to protect you, other people, school IT and the school’s reputation. This document 

summarises what we expect from all users of Sevenoaks School IT systems. 
 

Logins, passwords and security 

• Because everyone has their own login, you must never share yours. 

• Whenever you log in, remember to log off as soon as you have finished.  

• If someone leaves themself logged on accidentally, it is wrong for you to exploit this mistake. 

• Use strong passwords which will protect you from hacking and other abuse.  
 

Hardware and networks 

• Do not plug any personal devices into the school’s AV or wired network as this puts the security 

and reliability of school systems at risk.  

• Proxies and VPNs carry serious cyber-risk and may not be used to bypass school web filters  

• Any portable device storing personal details of an individual must be encrypted. 

• Treat school IT hardware carefully to prolong its value and to make sure it is always in a good 

condition for the next person. 
 

When you’re online  

• Never record or share online school content (e.g. Teams lessons) without permission. 

• Always promote yourself, the school and others positively online.  

• Start building a reputation now that shows you at your best for education, work and life.  

• Check what your online profile says about you and to universities, employers, friends and family. 

• Communicate respectfully and appropriately. 
 

BYOD and Cloud 

• If you use your own device to access school information, it must be protected with passcodes, time-

outs and auto-locks. Ask if you do not know how to set these up. 

• Insecure cloud apps risk data loss, so must not be used to store other people’s personal details. 
 

Emails 

• Check your emails at least once a day as other school users may be trying to reach you. 

• Consider whether talking to other people might be a better way to communicate. 

• Never use someone else’s email account. 

• Avoid ‘Reply All’ unless it is really necessary. 
 

Legal 

• Data Protection Act and General Data Protection Regulation (2018): Always protect other 

people’s private data. 

• Data and Computer Misuse Act: hacking and other malicious acts are illegal. 

• Copyright and Intellectual Property: check first whether you’re allowed to download and/or use 

someone else’s work. 

• Protection of Children Act: it is an offence to take, send or own indecent images (e.g. nude or 

sexual). This includes pictures or videos of people you know if they are under 16. 

• Defamatory and libellous statements are illegal and may be viewed as cyberbullying. 
 

Protect our environment and the world’s limited resources 

• Only print if you really need to. 

• Switch off electronic equipment when it is not in use. 

• Reduce the amount of data you store. 
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