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Sevenoaks School IT Services: Terms and Conditions (for Signature) 
 

All students, staff and visitors who log onto Sevenoaks School IT network and systems are taken to have read these terms and 

conditions and to have agreed to them. The latest versions of these Terms and Conditions, as well as other school policies are 

available on Firefly.  

 

The school expects all users to respect the systems provided and to use them responsibly, securely, legally and with consideration 

for other users.  

 
Sevenoaks School provides a range of IT systems to support students, staff and visitors on the understanding that they will be 

used appropriately at all times. Any activity threatening the integrity or security of systems, corrupting or compromising 

information, threatening the reputation of an individual or the school or that contravenes the law will be subject to disciplinary 

investigation. Appropriate use includes, but is not restricted to, the points detailed below. For more information contact 

Sevenoaks School IT Services Department (servicedesk@sevenoaksschool.org). 

 

Network and Data Security  

• The security of IT systems at Sevenoaks School must not be compromised. Users may not disconnect any item of computer 

equipment from the school’s IT networks, nor are they authorised to install any equipment onto the school network, or 

software on school-owned equipment. Activities that compromise the performance of the network are prohibited.  

• These terms and conditions apply to all access to or through school-owned systems using school hardware and AV. 

• The terms also apply to any personal devices used to connect to school IT systems. Please see the separate BYOD Policy 

for access to school data and/or systems from personally-owned laptops, tablets, smartphones or other mobile devices 

connected to the wireless network or synchronized with school accounts.  

• Private VPNs and proxies carry serious cyber-risk and may never be used to bypass school web filters. 

• Access to the network may only be made using the authorised school account and password issued to that user, which 

must never be shared with other people. Users should not leave a network account logged on at an unattended machine.  

• Malware (viruses, ransomware and spyware) must not be introduced to school systems.  

• Students may not use front-of-class equipment (PCs, data projectors, sound systems or touch screens) unless asked to do 

so by a teacher. Systems may not be used to play personal music, videos or other multimedia content. 

• Willful damage to school IT equipment will be subject to disciplinary action. 

• No confidential or personal data may be retained by staff or students after they leave Sevenoaks School. 

 

Personal Devices and Cloud Storage 

• Personal devices used to access online school services must be secured at all times with automatic locking and passcodes 

to protect confidential information and/or someone else’s personal details. If your device is lost or stolen, change your 

school network password immediately to prevent access by someone else and inform the IT Services Department. 

• Unless cloud storage apps are provided by the school (e.g. Office 365, Firefly), they may not be used to store confidential 

school information and/or personal details (including names and images) of school students or staff. 

• School systems accessed from shared home computers or devices must always be logged off every time you finish a 

session and may not be shared with other friends or family. Please consult the school’s policies on BYOD and GDPR.  

• If in doubt, consult the IT ServiceDesk. 

The Law  

• If you suspect there has been a breach of school data or systems, contact the Assistant Bursar (Governance & Compliance) 

Ian Pocock (idp) immediately. 

• All users are subject to legal frameworks including, but not limited to, the General Data Processing Regulation (GDPR), 

Data Protection Act, the Data and Computer Misuse Acts and the Protection of Children Act. Copyright and intellectual 

property rights must be respected. School systems must not be used to make defamatory or libelous statements.  

• School systems may not be used to access, watch, download or stream content in breach of legislation. 

Personal Use  

• Use your own personal email address for personal communications or to sign up for personal services like iTunes, cloud 

storage etc. Never use your school email account, which is for school use only, for personal activities.  

• Users of the school systems may not store personal emails and data, such as large multimedia music or images, on the 

school’s network.  

• School systems are primarily made available to support the school’s educational and other business activities. They may 

be used by staff and students for personal purposes as long as this does not impact on their work and/or 

school systems and subject to restrictions for time, content and user.  

• Use of school systems for personal financial gain, gambling, political purposes, advertising or illegal 

activity is forbidden.  
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Communication  
• Users are responsible for the e-mails they send and for contacts they make using school systems. Emails should be written 

carefully and politely, with respect for other people. Messages might be forwarded or may be subject to statutory 

disclosure, including to individuals referred to in the email, so email is best regarded as public property. Anonymous 

messages, emails or other messages sent from another user’s account, chain messages and all-student emails must not be 

sent. See the school’s Email Best Practice Guidelines. 

• School channels should be used for all online communications between staff and students. Students become leavers from 

September following their final term at school.  

• Use the Bulletin link on Firefly, or email bulletin@ to add a notice to the Daily Bulletin rather than emailing All Staff.  

• All users are expected to check email accounts daily during term.  

• Users are responsible for deleting old and non-essential email messages (both sent and received) every year and must 

ensure that their account file space limits are maintained.  

Online Activity  

• Care must be exercised at all times to support the good reputation of the school, staff or other students when recording 

information on social networking pages and public forums. The school’s Social Media Policy provides clear guidelines 

on the use of social media to promote the school’s activities whilst protecting students, staff and the school’s reputation.  

• Microsoft Teams is made available to Students and Staff to support the school’s teaching, learning, pastoral and 

operational activities. All interactions on Microsoft Teams (including but not limited to lessons, recorded content, 

meetings, discussions) are confidential to the school and may not be shared with people outside school, uploaded to any 

internet site, or retained by individuals. 

• Confidential or inappropriate information about the school should not be recorded on personal social networking pages 

or other public forums. You are advised to be cautious about how many personal details you disclose on public sites to 

protect yourself from fraud, theft, abuse or access by external organisations that may base personal references on the 

information you post.  

• The school reserves the right to block and/or restrict access to certain websites on the grounds of inappropriate content, 

excessive bandwidth, timing or other criteria. Requests to unblock restricted sites can be addressed to the Deputy Head 

Pastoral (hpt@sevenoaksschool.org) or the Director of Information Systems (sxw@sevenoaksschool.org).  

• Covert filming, photography or audio recording of any member of the school community is forbidden. Uploading, 

distributing or disseminating materials by any means captured in this way is a serious breach of school policy and may 

be viewed as cyberbullying if it causes humiliation or offence.  

• If you have inadvertently accessed inappropriate material, would like to report abuse or are concerned about something 

you have seen online, please speak to the Deputy Head Pastoral (hpt@sevenoaksschool.org), your divisional head, 

housemaster or housemistress or your tutor.  

Monitoring 

• The school may exercise its right by electronic or other means to monitor the use of the school's computer systems by 

checking network activity or websites accessed, intercepting e-mails and deleting inappropriate material if it believes 

unacceptable or unauthorised use of the school's computer system may be taking place, or the system may be being used 

for criminal purposes or for storing text or imagery which is unauthorized, inappropriate or unlawful. 

• The school may be required to provide any school email and/or data as statutory evidence, e.g. for a Subject Access 

Request (SAR). 

• CCTV is used across the school campus to protect against and investigate crimes or other incidents. 

Printing  

• The school is committed to reducing environmental and other waste and to lowering its CO2 emissions; all users are 

therefore expected to keep printing to a minimum to save paper, toner ink, printers and power.  

• The use of the school printers for multiple copy printing is forbidden; the Reprographics department provides higher 

quality copies at lower cost. School printers may not be used for personal printing by day students.  

Please enter your personal details below and sign to indicate that you have read, understood and accepted these Sevenoaks School 

IT Services Terms and Conditions. Return the form as requested.  
 

Staff and Students:  Name:  ..........................................................................................................................................................  

Staff and Students:  Code:  ............................................................................................................................................................  

Students only:  School Year: .............................................   Tutor Group:  .........................................................................  

Other User (if not school staff or student) Name & Organisation:  .............................................................................  

Everyone: Signature:  ........................................................................................   Date:  ................................................  

New in 2020 → 

New in 2020 → 


