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Mobile Phones, Connectivity and Security 
 

Smartphones and other mobile devices have become standard kit for students. Whilst connection is valuable 

and fun, we would draw your attention to some of the associated risks.  

 

Content and Filtering 
Mobile devices give students access to a range of useful online services in school including Firefly, Office 

365 and Teams apps. Internet access on the school’s network is filtered for appropriateness by site, age or 

time. This includes all school computers and mobile devices connected through the school’s WiFi. 

 

Students are usually expected to silence phones and put them away during lessons. 

 

Phones do not need to be high powered and an inexpensive smartphone is more than sufficient. Devices 

that connect to the internet by 3G or 4G bypass all school controls and are therefore neither filtered nor 

monitored. Unrestricted access to web content might be inappropriate, upsetting or disruptive in school. 

 

Parental Controls 
Ultimately students need to manage risks themselves but we would encourage parents to apply restrictions 

and other controls to mobile devices used by students by: 

 

• applying age-appropriate settings to the device or through contracts with service providers 

• discussing age-appropriate boundaries and expectations 

• making sure students apply passcodes and time-out restrictions to smartphones and other mobile 

devices to prevent hacking and abuse if the device is lost or stolen 

• reminding students to let you know immediately if a phone is lost or stolen, so passwords stored on the 

device can be changed to protect confidential data and access 

 

Parents might find these online guides helpful: 

 

Ofcom:  Parents’ guide on buying a mobile phone or tablet for your child 

Vodafone:  Staying in Touch: A Parent’s Guide to Mobile Phones 

BT:   Buying a phone for your child? 7 Questions you need to consider  

 

Device Security 
Despite their value, mobile phones are often mislaid on campus. Please ensure that any phone brought to 

school is labelled (e.g. by student code) in a way that will help us to find the owner if it is lost. Note that 

designated storage on campus for pupils' own computers, iPads and other vulnerable devices is limited.  

 

Positive Online Profiles 
It can be hard for young people to navigate the many risks online. At Sevenoaks we promote Positive Online 

Profiles. We use Technology and PSHE lessons, visiting speakers and assemblies to help students recognise 

risks, develop coping strategies and report problems. More information is available for parents in the 

ParentZone Online Safety section of Parents Online.  

 

https://www.ofcom.org.uk/tv-radio-and-on-demand/advice-for-consumers/television/protecting-children/advice-guides-for-parents/parental-controls-for-mobile-phones
https://www.vodafone.co.uk/cs/groups/public/documents/webcontent/vf052829.pdf
https://home.bt.com/tech-gadgets/phones-tablets/buying-a-phone-for-your-child-read-this-first-11363829930155
https://home.bt.com/tech-gadgets/phones-tablets/buying-a-phone-for-your-child-read-this-first-11363829930155
https://sevenoaksschool.myschoolportal.co.uk/page/155

